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Constructing Quantum Money

(1) Choose a security parameter \ € Z
(2) Suppose post-quantum private key encryption exists
(i) sk«keygen(\)
(ii) ct<—enc(m, sk)
(iii) m<—dec(ct, sk)

(3) Have the bank run keygen

[W83]
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k,t; < keygen(\)
X — {O. 1}‘IL

Y {0 1}m

fk,o i Al — Y
fk',l : y

both injective, same range {

Claw: (Ze,%1,7) st. frolze) = o) =9
Claw cannot be found efficiently
Efficient A takes (tx,y) — (xo,x1)
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Ay I 8y TP e ey X u ey T

(A, As + e) < (A, u)

/

(Quantumly) Hard to do better than 5 + negl(\)
for some n, m,log(q) = poly(\)
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l' :<A* AS + 6)
t, =s

fk:,o(-’l?) —Axr + e

fri(z) =Az+ As+ e

Given Claw:

fk:,()(x()> — f/\'._l(;’.171> = As — s
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Claw States
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AHB: Can’t get both
“1-of-2 Puzzle”
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[AGKZ22], [S22]



References

[RS19] R. Radian, O. Sattath, “Semi-quantum money,” https://arxiv.org/abs/1908.08889 (2019)
[W83] S. Wiesner, “Conjugate coding,” “https://dl.acm.org/doi/10.1145/1008908.1008920” (1983)

[BCMVV21] Z. Brakerski et. al, “A Cryptographic Test of Quantumness and Certifiable Randomness from a Single Quantum Device,”
1804.00640.pdf (arxiv.org) (2018)

[AGKZ22] Amos et. al, “One-Shot Signatures and Applications to Hybrid Quantum/Classical Authentication,”
https://par.nsf.gov/serviets/purl/10164786 (2022)

[S22] O. Shmueli, “Semi-Quantum Tokenized Signatures,” https://eprint.iacr.org/2022/228.pdf (2022)



https://arxiv.org/abs/1908.08889
https://dl.acm.org/doi/10.1145/1008908.1008920
https://arxiv.org/pdf/1804.00640.pdf
https://par.nsf.gov/servlets/purl/10164786
https://eprint.iacr.org/2022/228.pdf

